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IN THE CLAIMS: 

Please AMEND claims 1-6, 12, 13, 15-19, 22-24 and 26 and C^N^EL claim 11 in 
accordance with the following: 

1 . (currently amended) An electronic data storage appafatus for storing electronic data 
included in a group of electronic data storage apparatuses ingfluding a main electronic data 
storage apparatus , said electronic data storage apparatus Comprising: 

a key management unit managing an individual kdy unique to the- said electronic data 
storage apparatus to which said management unit belongs, and a common key shared with 
other electronic data storage apparatuses of the group , selecting the individual key when 
performing an encryption process on electronic data stored in the- said electronic data storage 
apparatus to which said management unit belongs, and selecting the common key when 
performing the encryption process or when verifying electronic data transmitted to or received 
from another electronic data storage apparatus and 

an encryption unit performing the en^ption process using the key selected by said key 
management unit , and 

wherein said individual key is generated and distributed to said electronic data storage 
apparatus by said main electronic data storage . 

2. (currently amended) The apparatus according to claim 1, wherein said key 
management unit manages a group key as the common key to be shared in a -said qroup-ofa 
plural i ty of electron i c data storag e apparatus e s . 

3. (currently amended) Tine apparatus according to claim 1, wherein: 
a ma i n ele ctron i c data storage apparatus e xists i n th e group; 

said encryption unit of said main electronic data storage apparatus generates an 
individual key of each electronic data storage apparatus in the group using an individual key of 
the apparatus to which said management unit belongs; and 

said generated individual key is distributed to each electronic data storage apparatus 
belonging to the group. 

4. (currently amended) The apparatus according to claim 2, wherein: 
a ma i n ele ctron i c data stor a g e apparatus e x i sts i n th e group; 
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said encryption unit of said main electronic data storage apparatus generates a group 
key to be shared in the group using an individual key of the apparatus to which said 
management unit belongs; and / 

said generated group key is distributed to each electronic data storage apparatus 
belonging to the group. / 

5. (currently amended) The apparatus according to claim 2, wherein: 
a ma i n ele ctron i c data storag e apparatus e x i sts in tn e group; 

said encryption unit of said main electronic data storage apparatus generates a group 
key to be shared in the group with a key preliminarily assigned 

as the individual key to said main electronic date storage apparatus associated with a 
new key externally specified; and / 

said generated group key is distributed to each electronic data storage apparatus 
belonging to the group. / 

6. (currently amended) The apparatus according to claim 2, wherein: 

a ma i n el ectron i c data storage apparatus/ e x i sts i n th e group, and an electronic data 
storage and management apparatus for manag/ng respective main electronic data storage 
apparatuses in a plurality of groups exists; / 

said encryption unit of said electronic data storage and management apparatus 
generates an individual key of each of said main electronic data storage apparatuses using an 
individual key of the apparatus to which said management unit belongs; and 

said generated individual key is dis/ributed to each of said main electronic data storage 
apparatuses. / 

7. (previously amended) The apparatus according to claim 2, wherein said key 
management unit manages, in addition to said group key as the common key, a public key for 
use in transmitting electronic data to and receiving it from an electronic data storage 
apparatus belonging to a group different from a group of the electronic data storage apparatus 
to which said management unit belongs. 

8. (original) The apparatus according to claim 1, wherein said individual key is 
preliminarily assigned to each electronic data storage apparatus before use of the apparatus. 
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9. (previously amended) The apparatus according 16 claim 1, wherein: 
said encryption unit generates the individual key with a key preliminarily set before use 

of the apparatus to which said management unit belongs/with a new externally specified key; 
and 

said key management unit manages the generated individual key. 

10. (previously amended) The apparatus according to claim 1, wherein said key 
management unit manages, in addition to the individual key and the common key, a master 
key to be shared by all electronic data storage apparatuses. 

11. (cancelled) 

12. (currently amended) The apparatus according to claim WO, wherein: 
a ma i n ele ctron i c data storag e appaptus e x i sts i n a group of a plura l ity of e l ectron i c data 

storag e apparatus e s; 

said encryption unit of said main electronic data storage apparatus generates a group 
key as the common key by encrypting information identifying the group using the g e n e rat e d 
i nd i vidua l master key; and 

said generated group key is cjfstributed to each electronic data storage apparatus 
belonging to the group. 

1 3. (currently amended) the apparatus according to claim 1 , wherein: 
a hierarchical structure off electronic data storage apparatuses is designed as having a 

the group of a plurality of electronic data storage apparatuses as one hierarchical level; and 

said key managemen/ unit manages a group key as the common key depending on the 
hierarchical level of the groi/p containing the electronic data storage apparatus to which said 
management unit belongs/ 

14. (previously Amended) The apparatus according to claim 13, wherein: 

in the hierarchical structure of the electronic data storage apparatuses, an electronic 
data storage and management apparatus for managing electronic data storage apparatuses in 
a lower order group exists in a group at one level higher than the lower order group; 
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said encryption unit of said electronic data storage ind management apparatus 
generates a group key for the lower order group using th^r individual key of the apparatus to 
which said management unit belongs; and 

said generated group key is distributed to the electronic data storage apparatuses in 
the group at one level lower. 

15. (currently amended) A method of managing electronic data in an electronic data 
storage apparatus in a hierarchical structure having a group of a plurality of electronic data 
storage apparatuses as one hierarchical level , tne group including said electronic data storage 
apparatus and a main electronic data storage apparatus , the method comprising: 

re-encrypting, by a first electronic date storage apparatus in one hierarchical level of 
the hierarchical structure, data encrypted using an individual key which is unique to and 
stored in the apparatus, using a higher orefer group key corresponding to the hierarchical 
level, and transmitting the re-encrypted <aata to an electronic data storage and management 
apparatus for managing the electronic data storage apparatuses in a group at one hierarchical 
level lower; / 

verifying, by said electronic data storage and management apparatus for managing a 
lower group of electronic data storage apparatuses, the received data using the higher order 
group key, re-encrypting the received data using the lower order group key corresponding to 
one hierarchical level lower if ther received data is correct as a result of the verification, and 
transmitting the received data to a second electronic data storage apparatus in the group at 



one level lower; and / 



verifying, by the second electronic data storage apparatus, the received data using the 
lower order group key, re-encrypting the received data using an individual key unique to the 
second electronic data storage apparatus if the electronic data is correct as a result of the 
verification, and storing the re-encrypted received data , and 

wherein said indiv/dual key is generated and distributed by said main electronic data 
storage apparatus . 

16. (currently Amended) A method of managing electronic data in an electronic data 
storage apparatus in a hierarchical structure having a group of a plurality of electronic data 
storage apparatuses/ as one hierarchical level , the group including said electronic data storage 
apparatus and a main electronic data storage apparatus , the method comprising: 
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re-encrypting, by a first electronic data storage apparatus in one hierarchical level of 
the hierarchical structure, data encrypted using an individual key which is unique to and 
stored in the first electronic data storage apparatus, i/sing a lower order group key 
corresponding to the hierarchical level, and transmitting the re-encrypted data to a lower order 
group electronic data storage and management apparatus for managing the electronic data 
storage apparatuses in the group; 

verifying, by said electronic data storaofe and management apparatus for managing a 
lower group of electronic data storage apparatuses, the received data using the lower order 
group key, re-encrypting the received data using the higher order group key corresponding to 
one hierarchical level higher if the electronic data is correct as a result of the verification, and 
transmitting the data to a receiving electronic data storage apparatus in the group at one level 
higher; 

verifying, by the second electronic data storage apparatus, the received data using the 
higher order group key, re-encrypting/the received data using an individual key unique to the 
second electronic data storage apparatus if the electronic data is correct as a result of the 
verification, and storing the re-encrypted received data , and 

wherein said individual key/is generated and distributed by said main electronic data 
storage apparatus. 
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17. (currently amended) A method of processing electronic data, comprising-tbe: 
storing in a storage uniyan individual key unique to an electronic data storage 

apparatus for storing electronic data and a common key shared with another electronic data 

storage apparatus; 

selecting the commoifi key stored in the storage unit as a key to be used when 
communicating electronic data ; 

selecting the individual key to be used when performing an encryption process on data 
to be stored in thesaid electronic data storage apparatus; and 

performing the communication process or encryption process using the selected key A 

and 

wherein said individual key is generated and distributed to said electronic data storage 



apparatus by a main electronic data storage apparatus in a group of data storage apparatuses 



including said data storage apparatus 



18. (currently amended) The method according to claim 17, wherein; 
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said electronic data storage apparatus stores as the /ommon key a group key shared 
in one group of a p l ura li ty of o l octron i c data storage apparatus e s ; 

re-encrypting, by a first electronic data storage apparatus, electronic data, encrypted 
using the individual key and stored in the first electronic data storage apparatus, using the 
group key, and transmitting the data to a second electronic data storage apparatus ; and 

verifying by the second electronic data storage apparatus, the received electronic data 
using the group key, re-encrypting the received electronic data using the individual key when the 
electronic data is correct according to the result yf the verification, and storing the re-encrypted 
received data. 



19. (currently amended) The method according to claim 17, wherein; 

said electronic data storage apparatus belonging to a one group of olectronic data 
storag e apparatus e s stores as the common key a public key of an electronic data storage 
apparatus belonging to another group of a p l ura li ty of o le ctronic data storag e apparatus e s ; 

re-encrypting by a first electronic data storage apparatus, electronic data, encrypted 
using individual key and stored in the first electronic data storage apparatus using the public key 
and transmitting data to a second electronic data storage apparatus ; and 

verifying by the second electronic data storage apparatus the received electronic data 
using a private key which is a pair member with the public key, re-encrypting the received 
electronic data using the individual/key when the electronic data is correct according to the 
result of the verification, and storing the re-encrypted received data. 

20. (cancelled) 

21. (cancelled) 

22. (currently amencjfed) An electronic data storage apparatus for storing electronic 
data, comprising: 

key management mjbans for managing an individual key unique to the electronic data 
storage apparatus to which said key management means belongs, and a common key shared 
with other electronic data storage apparatuses, selecting the individual key when performing an 
e ncrypting encryption process on electronic data stored in the electronic data storage apparatus 
to which said means belopgs, and selecting the common key when performing an encryption 
process or when verifying electronic data transmitted to or received from another electronic data 
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storage apparatus^and 

encryption means for performing the encryption process using the key selected by said 
key management uni uand 

wherein said individual key is generated and distributed to said electronic data storage 
apparatus by a main electronic data storage apparatus in a group of data storage apparatuses 
including said data storage apparatus . 

23. (currently amended) A computer-readable storage medium for storing the program 
which directs a computer to process electronic data, comprising of: 

storing in a storage unrt an individual key unique to an electronic data storage apparatus 
for storing electronic data and a\common key shared with another electronic data storage 
apparatus; 

selecting the common key^tored in the storage unit as a key to be used when 
communicating electronic data; 

selecting the individual key a key to be used when performing an encryption process 
on data to be stored in the electronic\data storage apparatus; and 

performing the communicatior\ process or the encryption process using the selected key A 

and 

wherein said individual key is generated and distributed to said electronic data storage 
apparatus by a main electronic data storage apparatus in a group of data storage apparatuses 
including said data storage apparatus . 

24. (currently amended) A methoc\of data transmission for a local environment and a 
global environment, comprising: 

storing a local encryption key for the \\ca\ environment locally and storing a global key 
for the global environment; 

receiving data to be transmitted along w){h an environment indicator indicating the 
environment of the data transmission; 

selecting one of the local and global encryption keys responsive to the indicator; 

encrypting the data with the selected one o\the keys; and 

transmitting the encrypted data , and 

wherein the local key is used for data storage\jn a local data storage unit only by a local 
data storage system that stores the local key . 
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25. (previously added) A method a^recited in claim 24, wherein the local environment 
comprises a local area network, the gloj^^l environment comprises the internet, and the indicator 
is an address of the data transmission where a local area address indicates the local 
environment. X 

26. (currently appended) A method as recited in claim 25, wherein the method is 
performed by a datastorage apparatus data transmission , the data transmission comprising a 
transmission to^a data storage device having a device address within the data storage 
apparatus, s^id storing comprises storing a data storage device encryption key, and said 
selectina/comprises selecting the device encryption key when the transmission is to the storage 
devices 



